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An adversary secretly builds a sub-tangle, 

which is called parasite chain (PC). At 

some point the adversary issues a 

transaction in the main tangle, as well as 

issuing a conflicting transaction on the still 

hidden PC, thereby creating a double 

spend. For a while the attacker continues to 

issue hidden transactions to the PC, until 

the transaction in the honest part of the 

Tangle is accepted. He then reveals the PC 

and hopes to exploit the tip selection 

algorithm to make most of the incoming 

transactions approve the double-spend 

transaction on the PC, thereby reverting the 

ledger history. 

Exploiting the tip selection
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In the current implementation of IOTA [2] 

the tip selection algorithm is driven by a 

Markov Chain Monte Carlo algorithm (i.e., a 

random walk on the DAG), that is biased by 

the cumulative weights of the transactions. 

The cumulative weight w of a transaction is 

its own weight plus all weights of directly or 

indirectly approving transactions. 

If  a transaction x has N approvers, the 

random walk moves from x to y with the 

probability

where α is a weight parameter. 

𝑃(x → 𝑦) =
exp 𝛼 𝑤𝑦

σ𝑧
𝑁 𝑒𝑥𝑝 (𝛼 𝑤𝑧)

IOTA’s ledger is based on a directed acyclic 

graph (DAG) [1]. This novel architecture 

brings numerous advantages, notably, its 

high scalability. However, with a new 

approach to managing the ledger, new 

forms of challenges arise to ensure the 

system security. A commonly known attack 

vector for cryptocurrencies is a double 

spend, where an adversary spends a fund 

twice. In this poster we provide a brief 

introduction to the parasite chain (PC) 

attack, a particular form of a double spend 

first investigated in the IOTA white paper. 
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A Simple Parasite Chain (SPC) is a 

sequence of transactions where each 

one of them directly approves:

1) Previous transaction from the SPC

2) Specific root transaction r in the 

main Tangle 

The first Parasite Chain transaction is in 

conflict with the main Tangle.

The Parasite Chain aims to create as 

many links as possible with r to increase 

the likelihood that the currently 

implemented tip selection algorithm 

walks onto the Parasite Chain. 
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